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Code Signing Keys

Research In Motion (RIM) must track the use of some sensitive BlackBerry® application programming interfaces
(APIs) for security and export control reasons. To load your application on a BlackBerry smartphone or the
BlackBerry® PlayBook™ tablet, your application must be signed using a signature key (also referred to as code
signing keys) that is provided by RIM. Code signing registration is solely for purposes of monitoring usage of
these particular APls in third-party application development, and does not in any way indicate RIM's approval or

endorsement of your application or your use of the APIs.

Step 1- Register for code signing keys

To register for access to the BlackBerry runtime, application and cryptography APls, complete the code signing

keys order form at https://www.blackberry.com/SignedKeys/. There are separate code signing keys for

BlackBerry Tablets and Blackberry smartphones. Please be sure to select the keys for BlackBerry smartphones.

There is no fee for the code signing keys; however, a credit card is still required for authentication.

While you are filling out the form make sure that you write down the PIN that you have chosen; you will need it

later to import keys into Eclipse.

Registration PIN

Your PIM can be any 6-10 digit, lowercase, alphanurmeric code, vour
PIMN protects against usage of your Code Signing Kevs by unauthorized
parties, so keep it safe, RIM reserves the right to request that vou
choose ancther PIM if deermed unsuitable

Tour PIN will be required when
redistering your Code Signing Keys,

#Select a

Key EBlackBerry Smartphone Code Signing Key ﬂ

# [ Ihave read and agree to the RIM S0DK License Agreement

=

Figure 2 - Write the PIN down for later use in Eclipse
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In the Select a Key drop down menu select BlackBerry Smartphone Code Signing Key. Do not select BlackBerry
Tablet OS and Smartphone Signing Keys because the process for BlackBerry Tablet OS keys is slightly different

and choosing it in this form will cause an error.

#5elect a

Key EBlackBerry Tablet 05 and Srmarphone Signing Key j

Figure 3 - Do not select this option

Once you have registered, you will be sent a set of keys and installation instructions via email that will allow you
to sign your applications using the BlackBerry® Signing Authority Tool. Typically, keys are sent via email within
one business day of submitting the form, but occasionally the process can take longer. If you haven’t received
your keys within two business days of submitting the registration form, contact BlackBerry support at

devsupport@rim.com.

Step 2 - Import code signing keys in Eclipse® IDE
Once you receive your code signing keys via email, follow these instructions to import them into Eclipse:
1. Save all 3 .csi files in the same folder (each one will be sent in a separate email).

2. Start Eclipse.

3. Click on the Window menu, then Preferences, expand BlackBerry Java Plug-in then select Install New Keys...

=Z.BlackBerry Application Development - kLoo/ src/kLooPackage /klooScreen.java - BlackBerry Jav
File Edit Source Refactor Rawvigate Search Project Run BlackBerry | Window Help

— - —_ = - % e wWindow
- = [T 17) -
I3 S |EmAdO@ 0|6 @ |- o
w7 S 8| e
2 Package Explorer &3 ] o &+ GUIdemo m [l Open Perspective -
Ellg GlIdermo package kLooE  show Yiew 1
-5 e i .
B ras = - ort net.ri Customize F‘er.spectwe. o
!'E IRE System Library [BlackBerry JRE &1 import net.ri SauE PEHDEEU"_"E e
= deliverables i import net.ri HEsEE F‘erspect.we. "
R EE BlackBerry_App_Descriptor, sl import net.ri Close Perspective
Close aAll Perspectives
MNavigakion b
public final

Figure 4 - Eclipse Preferences
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= Preferences

| tvpe filter et Signature Tool =

[#- General \7

- Manage Signing Keys

Inskall Mew Kevs. ..
Imnport Existing Keys...
Eemove kevs, ..

-Help
-InstallfUpdate

Java

-Plug-in Developrment
-RunDebug

-Team

¥ automatically sign .cod files after packaging

¥ Fun Signature Tool in background (prompt for password anly)

Figure 5 - Expand BlackBerry Java Plug-in on the left, select Signature Tool and click on Install New Keys

4. Select first of the 3 .csi files saved in step 1 and click Open.

Select Signature File d |

Lack in: | = BE Code Signing = QT E-
=) cliert-REE-15753 o5l
cliert-RCR-157837 i
client-RRT-15783" .csi

by Documents

oo B
-

by Computer

File name: I j Open
=

Files of type: ISignature Files [ 3] Cancel

il

Figure 6 - Select first of the 3 .csi files and click Open
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5. Click Yes to create a new key pair file.

signature Tool X|

The private key could not be Found.
This program requires a private key For signing all transactions bebween
this program and the signing authority server,

The private key is contained in the sigtool,csk file which was nok found,
Expected Location: CEclipseipluginsinet. rim, ejdel v Tools) sigkool, csk,

w'ould wou like to create a new key pair file?

Figure 7 - Click Yes to create a new key pair file

6. Create a password for your private key of at least 8 characters, and confirm your password.
This is your private key password, which protects your private key. Please remember this password as you will

be prompted for it each time signing is attempted or a signature key is installed.

signature Tool X|

Please enter a password that will protect the private ke,
If wou do not wank ko create a new key, exit the syskem,

Passward: |

Confirm;

Figure 8 - Create a password
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7. Move your mouse to generate date for a new private key.

x|

We need to generate random information
ko create the new private key,

Please move your mouse and/or type on the
kewboard ko generate random information,

Figure 9 - Move your mouse to generate data for a new private key

8. Inthe "Registration PIN" field, enter the PIN number that you supplied on the signature key order form.

Signature Tool Registration 5[

Registering with Signing Authority: REE

Please enter wour PIN and password to
reqgister with the Signing Authority,

Reqistration PIM :

Reqisker I Configure Proxy | Exit |

Figure 10 - PIN number that you supplied on the signature key order form
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When you click Register, you will see the following window:

Signature Tool Registration - 0] x|

Working with Server to Register wour application.

This process maw kake up ko 2 minutes

Figure 11 - Signature Tool is registering your keys with server

When the Signature Tool finishes the registration with the server, you will be notified by following message:

Signature Tool Registration il

Registration Successful,

Response: Client '1690675348" successfully registered with signing server ID RBE, and now has 2147483647 code signing attempts remaining.

Figure 12 - Signature Tool registration successful

9. Click Exit. Your first key has been imported, that leaves you with two more.
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10. Click again on Install New Keys and navigate to the next .csi file in the folder where you have downloaded

them.

- Preferences

| tvpe filter text Signature Tool =

- General \7
- Manage Signing kews
- BlackBerry Java Plag-in
E Imnpork Existing Kews. ..
Remove Kews,..

Preprocessor Directives
R Signature Tool
Warnings
-Help
-InstallfUpdate

-Java

-Plug-in Developrment
-RunDebug

- Team

¥ automatically sign .cod files after packaging

¥ Run Signature Tool in background (prompt for password anly)

Figure 13 - Click on Install New Keys to repeat the import process for remaining two keys

11. Enter the PIN number that you supplied on the signature key order form and in the "Private Key password"

field, type the password created in step 6.

Signature Tool Registration 5[

Registering with Signing Authority: RCR

Please enter wour PIM and password to
reqgister with the Signing Authority,

Reqistration PIM :

Private Kew Password:

Reqisker I Configure Proxy | Exit |

Figure 14 - Enter the PIN number from the signature key order form and password from step 6
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12. Click Register. You should see the following message:

Signature Tool Registration

Registration Successful.

Response: Client '1690675348" successfully registered with signing server ID RCR, and now has 2147483647 code signing atkempts remaining,

Figure 15 - Signature Tool registration successful

13. Click Exit.
14. Repeat steps 10 to 13 for the last .csi file.

Additional information

Note: All 3 keys (RBB, RCR, RRT) received need to be installed on the same PC. The same password must be

specified for all keys on the same PC. You should receive each key (.csi file) in a separate email message.

When registering with the signing authority, ensure that you have correctly entered your registration PIN

number. If you enter the incorrect PIN 5 times, your keys will be deactivated.

Installing keys on multiple computers or reinstalling keys

You can only install a set of code signing keys once. Once you have installed and registered one set of .csi files on
a computer, you cannot register the same keys on another computer. If you want to perform code signing on

multiple computers, you must register for multiple sets of code signing keys.
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If you need to reinstall your .csi files, please request a new set of BlackBerry Smartphone Code Signing keys

using the web form found here: http://www.blackberry.com/go/codesigning

eror x|

Q Unable to register client '1575335031" because there are no more registration attempts. IF wou have already registered with this server, then wou must contack RIM to register additional users.,

Figure 16 - Error caused by attempting to reinstall the same .csi files that have been previously removed

Prior to installing new signature keys first delete all present CSI files as well as the sigtool.* (sigtool.DB,

sigtool.CSK, sigtool.SET...) files in the sub-directories of the development environment to which you are installing.

For further information on BlackBerry Controlled APIs and applications signing, please refer to the BlackBerry
Signature Tool Developer Guide, found at the following link:

http://docs.blackberry.com/en/developers/deliverables/1078/BB JDE SignatureTool Dev Guide.pdf

Troubleshooting

If you are having difficulty installing or registering your signature keys please check the Signature Tool and Code
Signing section of the Developer Knowledge Base found here:

http://supportforums.blackberry.com/t5/Testing-and-Deployment/tkb-p/

Testing and Deployment of Applications%40tkb

The BlackBerry Development Support Forums can also be a great resource when developing with the BlackBerry
platform. Check them out here:

http://supportforums.blackberry.com/rim/?category.id=BlackBerryDevelopment

If you continue to experience issues please contact devsupport@rim.com.

©2011 Research In Motion Limited. All rights reserved. BlackBerry®, RIM®, Research In Motion® and related trademarks, names and logos are the property of Research In
Motion Limited and are registered and/or used in the U.S. and countries around the world. Adobe and AIR are trademarks of Adobe Systems Incorporated. All other trademarks

are the property of their respective owners.
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