Data Sheet

BES12: The Highly Secure Multi-OS
EMM Solution by BlackBerry
Enhance Your Productivity and Security
BES®12 is a complete solution
for managing policy across
your growing fleet of mobile
devices. With robust crossplatform support for device
policy on all common mobile
devices, BES12 is designed for
today’s heterogeneous mobile
environment.
The Solution
Securely manage mobile devices and other endpoints across

As your organization evolves and your needs change, you

different operating systems and ownership models (personally

can quickly add new capabilities to support enhanced

owned or corporate liable devices). Control your mobile

collaboration, third party apps, app development or file-level

workers’ access to apps, data and content. Do it all from a

DRM. With its unique flexibility to your changing needs,

single, easy-to-use console that offers a complete set of IT

BES12 creates a solid foundation for your future

policies and profiles to suit your needs and preferences.

mobile success.

Supports a Wide Range of
Mobile Devices

Single Pane of Glass for MDM, MAM
and MCM

BES12 opens up a world of choice for your mobile

BES12 provides administrators with a single pane of glass

employees. BES12 supports iOS, AndroidTM, Windows, OS

for managing all of their policies across devices, apps and

X and Windows Phone and others from a single console.

content. In addition to MDM policies, administrators can set

For the growing number of Android devices, BES12 natively

granular Mobile Application Management (MAM) policies

integrates with common device-level security approaches

on apps built using the Good Dynamics Secure Mobility

including Samsung KNOX and Android for Work. With

Platform and can control access to content via WatchDox by

BES12, you can easily set policy controls across a wide array

BlackBerry. With BES12, IT gains unprecedented control over

of mobile devices, detect and restrict access from jailbroken/

their entire mobile estate from a single solution.

rooted devices, and more. No matter your device mix, BES12
keeps you in control.

Flexibly Integrate with Your
Existing Infrastructure

Lower, More Predictable
Mobility Costs
By consolidating multiple solutions, BES12 helps your
organization standardize infrastructure while reducing

BES12 is open and integrates with many of the most

complexity and risks. With subscription licenses flexibly

common solutions in use in the enterprise. In addition to its

designed to meet your changing needs, you can avoid high

integration with multiple mobile platforms, it can proxy traffic

up-front costs while gaining the flexibility to can scale up or

for standard protocols like Exchange ActiveSync, restrict

down as your needs change over time.

access to network resources through integration with Cisco
ISE and much more.

Ready for Today and Tomorrow
Because it integrates with the Good Secure EMM Suites,
BES12 is ready to meet all of your current and future needs.

Award Winning Technical Support
BlackBerry’s award-winning tech support always has your
back. BES12 comes standard with 24x7 global access to
experts and a 2-hour response time for high severity issues.
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Feature

Good Secure
Management
Suite

Good Secure
Enterprise
Suite

Good Secure
Collaboration
Suite

Good Secure
Mobility
Suite

Good Secure
Content
Suite

Enterprise Mobility Management
Mobile device management (MDM)
Jailbreak/root detection
Unlimited devices per user
Mobile application management (MAM)
Mobile content management (MCM)
Secure Business Productivity
Email, calendar and contact
Corporate intranet access and web browsing
Instant messaging
Office document editing
SharePoint/OneDrive/File Share access
SharePoint/OneDrive/File Share access
Apps and App Distribution
Unified launcher to access all apps
Good-secured ISV app ecosystem
Good-secured custom app development
Security and Deployment
FIPS 140-2 validated cryptography
Common Criteria EAL+4, UK CESG, ASD EPL, DoD STIG
IAM and 2-Factor authentication
Active Directory integration
Cloud-hosted and on premise deployment
Secure Documents
Enterprise File Sync and Share (EFSS)
Integrated Rights Management (DRM)

About BlackBerry
BlackBerry is securing a connected world, delivering innovative

Ontario, BlackBerry operates offices in North America, Europe,

solutions across the entire mobile ecosystem and beyond. We

Middle East and Africa, Asia Pacific and Latin America. The

secure the world’s most sensitive data across all end points –

Company trades under the ticker symbols “BB” on the Toronto

from cars to smartphones – making the mobile-first enterprise

Stock Exchange and “BBRY” on the NASDAQ. For more

vision a reality. Founded in 1984 and based in Waterloo,

information, visit www.blackberry.com.
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